

















































































































































































































































































































collectively as Advisor knowledge. The analyzed data is regularly sent from the
agent to the gateway for upload to the Advisor web service. If the data indicates
an issue or a deviation from best practices, an alert is generated. By connecting
a web browser to the Advisor portal, you can view the alerts and the associated

remediation guidance:

Getting started

You can be up and running in no time with Advisor. How you use it depends on
whether you are also running System Center Operations Manager (SCOM) 2012.
We'll cover the SCOM attached scenario in a bit.

Insights from the experts
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CHAPTER 7

To create an account, just navigate to http.//www.SystemCenterAdvisor.com. From there,
you can create an account using your Microsoft account or an organizational account:

%—g Microsoft'
& System Center
Advisor
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of configuration
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L e—

f 4 Exror (S items)
11 [ 0] conmro-scs
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New to System Center Advisor?

Ceate account (3)

You can create multiple Advisor accounts
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Microsoft System Center 2012 SP1 - Virtual Machine Manager
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Sign in to System Center Advisor

P i .. Microsoft account

Outlook.com or other Microsoft services.

Organizational account

Can't access your account?

lows Server 2012

Microsoft

Microsoft System Centel
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to use with Office 365 or other Microsoft services.
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Once you've confgured Advisor by installing the gateway and agents, data will
begin to be sent to the Advisor service, where it is processed. The resulting
recommendations will begin to appear in the Advisor portal. This data will be both
environmental information as well as alerts in the form of a warning or an error.
Let’s walk through what the portal looks like when you log in. The frst screen will
give you an overview of the environment, showing you warnings and errors by
workload as well as the fve most recent alerts.

o Welcome, SCA-ATTACHED-DEMO  SCA-ATTACHED-DEMO  Help  Feedback  Sign out
<~ System Center P .
Advisor
Overview

B G e co
0 Alerts Viewsllalerts | earn About 7
q By Server By Area Setting Up System Center Advisor
1S Servers with Critical Alerts Use Advisor as an attached service in OpsMgr
S| 51 (Epe Upgrade from older versions of Advisor

Servers with Warning Alers Getting started with System Center Advisor
iig' 32 SULEmer Reconfigure Advisor Agent and/or Gateway

" a
Servers withaut Alerts
Windows

& =0

Most Recent 5 Active Alerts

server Path Class Alert Title

LyncSEcontoso.com | /RTCAIs | SQLDatabase i3] SQL Server database present without a backup.

LyncSEcontoso.com | RTG/s | SQLDatabase | () SQU Server database collation is different from model database collation

LyncsEcontoso.com | /RTC/tcdyn | SQLDatabase (i) SQU Server database collation is different from model database collation

LyneSEcontoso.com | /RTCLOCAL | SQLDBEngine ) SQL Server Database mail configuration issue may result in mail not getting process

/A ncSEcontoso.com /RTCLOCAL | SQLDBEngine () SQL Server performance may degrade when running on Windows Server 2008 R2 n¢

Recent Activities Server Status View all servers
= Problems detected in last 24 hours Reporting Agents

0 @0
= Configuration changes in last 7 days Non-reporting Agents

0 on O servers @2

= Available rules

300

The next page is the alerts page, where you can view all the alerts in detail. Advisor
is meant to be an easy-to-use tool to help save you time. The alerts are concise but
actionable, and they all have a link to external content specifcally written for the
issue that was detected. The alert will also highlight the parameters detected as
well. For example, as you can see in the following picture, the alert doesn’t simply
state that a SQL update is required, but it lists the currently installed version. Once
the issue is resolved in the environment, the alert will close itself automatically;
however, you do have the ability to manually close it if you prefer.

Insights from the experts
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Welcome, SCA-ATTACHED-DEMO  SCA-ATTACHED-DEMO

Help

Feedback  Sign out

Click here to view Solution / Knowledge Base Article

7 | @ fouriomss L ®COo
Close || actvate [ Ignore... | | View Configuration | [ Manage Alert Rules.. [ ety - »
£ || Eror o) |
@ @ | resecontosocom RTCLOCAL SQLDBEngine ] SQL Server missing update KE2491214 to prevent SQL Server hang Acive | 7/30/2013 100059 AM
= © ncstcontosocom | /RTCLOCAL SQLDBEngine | SQL Server missing update KES71750 to prevent incorrect results problem Active | 7/30/2013 100059 AM
e © uncstcontosocom | RTC SQLDBEngine () SQL Server missing update KB2491214 to prevent SQL Server hang Active | 7/30/2013 100059 AM
- © nestcontosocom | RTC SQLDBEngine | SQL Server missing update KBS71750 to prevent incorrect results problem Active | 7/30/2013 100059 AM
ﬁ 4 Warning (52 items)
A\ uncSEcontosocom RTC/s SQLDatabase | SQL Server database present without a backup Adtive | 713072013 100059 AM
E‘ A ncsecontosocom | RTCs SQUDatabase | SQL Server database collation i different from model database callation Actve | 713072013 100059 AM
A\ bnesEcontosocom | RTC/cyn SQUDatabase € SQU Server database collation i different from model database colation Actve | 713072013 100059 AM
LyncSEcontosocom | /RTCLOCAL SQLDBEngine | & SQL Server Database mail configuration issue may result in mail not getting processed. Active | 7/30/2013 100059 AM
A\ umcsEcontosocom | RTCLOCAL 5QLDB Engine @ SQL Server performance may degrade when running on Windows Server 2008 R2 not using "High Actve | 7/30/2013 10:00:53 AM
A\ brestcontosocom | RTCLOCAL SQUDBEngine | SQL Server feature "Instant File Intialization” i not enabled Adtve | 713072013 100059 AM
A WnesEcontosocom | RICLOGAL SQUDBEngine | €] SQU Server version is under limited support Actve | 713072013 100059 AM
A\ umcsEcontosocom | RTCLOCAL SQLDBEngine ] SQL Server missing update KB960770 or trace flag to prevent potential TempDB errors Active | 7/30/2013 100059 AM
A\ umcSEcontosocom | RTC/gsdm SQLDatabase | SQL Server database present without a backup Adve | 7/30/2013 100059 A+
@ SQL Server missing update KB2491214 to prevent SQL Server hang @ Q )] E
Alert description: Information detected relating to this issue:
You are missing the SQL Server update KB2491214. This update addresses a known problem that can result in problems | Property Name/ Description Value
connecting to SQL Sever (a hung SQL Server due to 3 non-yielding scheduling problem). In order for this SQL update to A
take affect, you must also install @ Windows update as described in K82398202 for Windows Server 2008 or KB976932.for | SQL Update Reauired frue
Windows Server 2008R2. Please review KB2491214 and KB2398202/KE976932 to apply the required updates. Detected SQL Version 10.02531.0
Windows Update Required false |

@ Get help from Microsoft Support Professional

Status:

Active

Created On: 7/15/2013 9:27:24 AM*

Detail

In some cases, your server might be purposely going against best practice; there
might be a reason why you cannot make a change. You have the ability to ignore
these alerts at a server or organizational level.

As mentioned previously, Advisor is meant to be actionable and transparent. There
is an option to Manage Alert Rules to view all the rules that are being evaluated.
This is also where you can re-enable rules that were previously ignored.

The next screen will show you the current confguration snapshot for the
deployment. You can easily change the context to focus on different servers where
an Advisor agent is installed to view the relevant information.

fyne
/Lync Client Policy -[Globel] (29 items)
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/Lync Client Version Policy Rule -[Global/34328f20-7312-4f9c-9956-28222d82¢302] (12 items)
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/Lync Client Version Policy Rule -[Global/7b4566b0-2bb0-420f-295-813477b32af7] (14 items)
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/Lync Client Version Policy Rule -[Global/ea03af61-9db5-4bf9-af3f-042b8dd9994] (14 items)
/Lync Conference Configuration -[Global] (5 items)

/Lync Conference Directory - [1] (5 items)

/Lync Conference DTMF Configuraion -[Global] (10 items)
/Lync Conferencing Configuraion -[Global] (22 items)
JLync Conferencing Policy -[Global] (27 items)

/Lync Configstore (2 items)
/Lync CPS - [Global] (4 items)
/Lync CsPool - [LyncEdge.contoso.com] (6 items)

i 121 items)
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View Change History |  C 4 5
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Microsoft Virtual Academy

The Microsoft Virtual Academy has numerous online courses on Advisor and other System
Center 2012 R2 components at http://www.microsoftvirtualacademy.com/product-training/

system-center.

Twitter
@SystemCenter is your offcial Twitter source for System Center solutions and news. You can
fnd reviews, discussions, and helpful information at https://twitter.com/system_center.
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Standardization with Service
Manager

This chapter provides a brief overview of System Center 2012 R2 Service Manager. The
topics covered in this chapter include

= Introduction to Service Manager
= Service Manager in action
= Insights from the experts

= How to learn more

Introduction to Service Manager

IT isn't just about technology, it's also about the people and processes that use those
services. Employees don’t care about which Microsoft Exchange Server their Microsoft
Outlook client gets their mail from, they just need to be able to get their mail so that
they can do their job. They also don’t want to know the details of how mail servers
are upgraded or patched, they just want the newest capabilities without any service
interruptions. From the user’s perspective, IT just delivers a service they depend on as
they perform their daily routine.

The design goal of System Center Service Manager is to provide organizations with an
integrated platform for delivering IT as a Service (ITaaS) through automation, self-service,
standardization, and compliance. Service Manager does this by enabling

= Automation of IT Service Management (ITSM) processes, such as activity
management, change management, incident management, problem management,
and release management as defned by industry-standard frameworks like
Microsoft Operations Framework (MOF), Information Technology Infrastructure
Library (ITIL), and Control Objectives for Information and Related Technology
(COBIT). Service Manager provides automation interfaces you can use for
automating the delivery of IT services and processes. Service Manager also
provides a centralized confguration management database (CMDB), an
OLAP-based data warehouse built on Microsoft SQL Server that integrates with
other System Center products for centralized data storage.
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Self-service for users by providing a self-service portal (known as the Service Manager
Portal or “SMPortal”) that allows consumers of IT services to submit requests and view
their status, search the knowledge base, and perform other tasks. The self-service
portal is customizable and is built on top of Microsoft SharePoint. Service Manager
also provides customizable dashboards and reporting based on SQL Server Reporting
Services (SSRS) that can provide both real-time and historical information for the
service desk.

A standardized experience for implementing ITSM processes according to standardized
frameworks. Service Manager uses templates for defning business processes, and you
can build and customize these templates to meet the specifc needs of your business
through GUI-based wizards, so no coding is required.

Compliance by logging every service management action in a database so that it can
be reviewed and analyzed when needed. Compliance can be continuously evaluated in
real time against a predefned baseline, and incidents can be automatically generated
when deviation from the baseline is detected.

Service Manager architecture

Service Manager uses a component-based architecture that provides for fexible deployment
options. The main components of Service Manager include the following:

Service Manager management server This server runs the Service Manager engine
and is used for managing work items such as incidents, requests, or changes; and for
managing tasks and users.

Service Manager database This is where confguration items, work items, and
Service Manager confguration settings are stored. This is the Service Manager
implementation of a CMDB.

Service Manager Data Warehouse management server This server performs
management functions for the Service Manager data warehouse.

Service Manager Data Warehouse databases These are used for long-term
storage and reporting of the business data generated by Service Manager.

Service Manager console This is an administrative console that the service desk can
use to manage incidents and change requests, examine metrics, generate reports, and
perform other tasks.

Self-service portal This is a web interface that end users can use to create requests,
search for knowledge, and read announcements from the service desk, often called the
“SMPortal.”

The various Service Manager components can generally be installed on a single server
as a lightweight scenario or for testing purposes, or they can be deployed across several
servers to support larger and more complex environments; however, the Service Manager
database and the Service Manager data warehouse databases must be located on separate
servers. Information can be imported from Active Directory Domain Services to prepopulate

Standardization with Service Manager



the Service Manager database. Hardware and software inventory information and software
updates can be imported from System Center Confguration Manager. Alerts can be imported
from System Center Operations Manager to create incidents in Service Manager. Virtual
machine templates and service templates can be imported from System Center Virtual
Machine Manager. System Center Orchestrator runbooks can be synchronously invoked

from within Service Manager to take advantage of the advanced automation capabilities of
Orchestrator. Service Manager can also work with Microsoft Exchange to enable mail to be
used for managing the life cycle of Service Manager work items. Service Manager uses various
built-in connectors for importing information from (and in some cases, exporting information
to) these different data sources. Third-party ITSM solutions can also coexist and communicate
with Service Manager through Orchestrator integration.

Extending the platform

Service Manager uses management packs to extend its capabilities, and to export and
import data between Service Manager implementations. Management packs allow Service
Manager to preserve and separate customer-specifc confgurations and customizations
from the underlying Service Manager engine. A management pack contains information
such as classes, workfows, views, forms, reports, and knowledge used to implement specifc
service-management processes. Management packs are XML-based and can contain both
confgurations (such as implementing incident categorization) and customizations (such as
adding an On Behalf Of feld to a change request form).

Service Manager includes a number of predefned management packs that are
sealed (cannot be modifed) for enabling core functionality for the product, such as
incident-management and change-management capabilities. Service Manager includes
several unsealed (customizable) management packs for enabling certain optional features
of the product, such as some preconfgured views and reports. You can also create your
own management packs using the Service Manager Authoring Tool, Visual Studio, Blend for
Visual Studio, or other XML editors and development tools. There are also a large number of
community-developed management packs available.

Building automation

A workfow is a sequence of activities, actions, or tasks in Service Manager, such as the copying
of documents from one system to another as a part of an automated business process. In earlier
versions of Service Manager, the primary tool for building workfows was the Service Manager
Authoring Tool. Beginning with Service Manager 2012, however, Microsoft recommends that
Orchestrator be implemented with Service Manager. Orchestrator is a workfow-management
solution you can use to automate the creation, monitoring, and deployment of resources

in your environment. Orchestrator 2012 and later includes an Integration Pack for common
Service Manager activities, such as editing an incident and creating an object. This approach to
Service Manager workfow automation requires less management overhead, provides better
error handling, and requires less knowledge of Windows PowerShell scripting.

Introduction to Service Manager
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Service Manager solutions

Microsoft has seen customers deploy Service Manager for two broad areas of solutions:

IT Service Management Service Manager is frequently used as an organization’s
help desk solution for supporting IT services provided to employees. IT departments
frequently use Service Manager for incident management and request fulfliment.
Service Manager can also be used for non-IT service management—for example, for
handling room requests made to facility management or for requesting a new credit
card from the accounting department. With its capacity for standardized service
delivery and its ability to manage multiple processes and provide insights and analysis
for service-level agreements (SLA) and operational-level agreements (OLA), Service
Manager can fulfll a broad range of service management needs for organizations of
all sizes.

Self-service for the cloud tenant Service Manager has also been deployed in
multitenant environments, so its self-service portal can be used to empower end users
and free up the time of the IT department by standardizing and automating repetitive
tasks. For example, a tenant could use the self-service portal to report an incident
such as a virtual networking issue, request a resource such as additional cloud storage,
provision a new virtual machine from a template, and so on. Workfows can be created
by the hoster to automate the approval process for requests to align with the businesses
processes implemented by the hoster. While System Center App Controller provides a
self-service experience for deploying and managing virtual machines and services in
cloud environments, Service Manager provides additional self-service capabilities that
can handle almost any type of service request.

Service Manager in action

Let’s now look at a few examples of Service Manager in action. Figure 8-1 shows the Service
Manager Console with the Administration workspace selected. This workspace is used to
confgure a variety of Service Manager settings, including announcements, chargeback, cloud
services, connectors to other System Center components, management packs, notifcations,
security, service-level objectives, workfows, and more. In the following screen shot, the
administrator is setting the default confguration of new incidents.

Figure 8-2 shows the Service Manager Console with the Library workspace selected. This
workspace contains collections of resources that can be reused in deployments, including
knowledge articles, lists, queues, runbooks, request offerings, and service offerings. In the
screen shot, the administrator is reviewing a request offering that is published in the Service
Manager Console.

Standardization with Service Manager
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FIGURE 8-1 Configuring the settings for an incident
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FIGURE 8-2 Reviewing a request offering in the Service Manager console

Service Manager in action
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Figure 8-3 shows the Service Manager Console with the Work Items workspace selected.
This workspace serves as a helpdesk for managing activities, changes, incidents, problems,
releases, and service requests. In the screen shot, the administrator is reviewing a recent
incident about a Virtual Machine Manager agent not being monitored.

Service Manager Console a
Fie Language View Go Tools Tasks Help
€ [J \ » Workitems » Workltems » Incident Management » Al Incidents 2
Work Items < || All Incidents 184 > Tasks
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FIGURE 8-3 Reviewing an incident that has been closed
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Figure 8-4 shows the Service Manager Console with the Confguration Items workspace
selected. This workspace is used to store information about business services, cloud services,
computers, printers, software, and software updates that can be used in forms. In the screen
shot, the administrator is reviewing a Virtual Machine Manager service template of a Service
Manager deployment. The administrator then creates a new related service request, which

associates that service template with a Request Virtual Machine request offering.
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FIGURE 8-4 Creating a new related service request
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Figure 8-5 shows the Service Manager Console with the Data Warehouse workspace
selected. This workspace is used to manage large quantities of data and transform it into
useful reports. In the screen shot, the administrator is reviewing the different dimensions of
the chargeback cube before generating a report.
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FIGURE 8-5 Examining the details of a chargeback cube

Figure 8-6 shows the Service Manager Portal with the self-service user creating a service
request. The Service Manager Portal is a web-based, self-service portal that publishes services
and requests that are created in Service Manager. In the screen shot, the administrator is
requesting a new virtual machine to be provisioned.
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FIGURE 8-6 Provisioning a new virtual machine from the web-based Service Manager Portal

Insights from the experts

We’'ll conclude this chapter by hearing from one of our experts at Microsoft about how you
can get the most from using Service Manager.

Power View for Service Manager dashboards

The release of Cumulative Update 4 (CU4) for SQL Server 2012 Service Pack 1
brought the ability to create Power View dashboards using data from the
Service Manager data warehouse. This offers an excellent method of presenting,
analyzing, and reporting on Service Manager data in a visually appealing way.

Power View uses SQL Server Reporting Services to create presentation-ready,
interactive dashboards that can be published directly to SharePoint. These
dashboards can easily be built from within SharePoint using the same skills used to
create a Service Manager report in Microsoft Excel. Once designed, the Power View
report can be shared with your organization via a SharePoint PowerPivot gallery.
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The release of CU4 for SQL Server 2012 SP1 included the ability to use Power View
for data sources formatted in multidimensional models, such as the OLAP cubes
included with Service Manager. Prior to this, Service Manager data could not be
directly consumed in Power View without using PowerPivot to convert it to a
tabular model, which limited some functionality.

Creating a report data source

Once SharePoint has been confgured to enable Power View, a new report data
source can be created within a library. This data source confgures the connection to
the Service Manager OLAP cube, as well as the credentials used. The output of this
is an .rsds fle, which can be used as a shared data source for multiple reports.

BROWSE FILES LIBRARY
New Upload Mew Edit
Document ~ Document Folder  Document

- Document
m Create a new document.

& Report Data Source
_IA‘ Create a new report data source.

j Bl Semantic Model Connection

Create a new Bl Semantic Model
Connection

The report data source needs to be confgured as a connection type. For System
Center Service Manager, the Microsoft Bl Semantic Model For Power View option
is used. A connection string is also required, which points to the Service Manager
OLAP cube. Because there are many OLAP cubes available in the Service Manager
data warehouse, a report data source can be created for each.

The following connection string will connect to DW.Contoso.com, which hosts the
SQL Server Analysis Services OLAP cubes for Service Manager and connects to the
Work Items cube:

Data source=dw.contoso.com;initial catalog=DWASDataBase;
cube="'SystemCenterWorkItemsCube'

Creating a Power View report

Once the report data source has been saved to a document library, you can click on
the ellipsis (...) and select Create Power View Report from the menu.

This will open the Silverlight-based Power View design experience. This is where
the dashboard can be created directly in Internet Explorer. The dimensions and
measures from the OLAP cube are shown in the Field List. These can be selected to
begin building the report in the same way as demonstrated in an Excel PivotTable.
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As an example, to show all active incidents by classifcation category, you simply
expand IncidentDim (Measures) and select Incidents Active, and then you expand
IncidentDim_Incident Classifcation and select IncidentClassifcationValue. Doing this
will generate a table displaying active incidents by classifcation. The visualization
tools in Power View can now be used from the ribbon. By selecting Design, you can
change this table to display other formats, such as a bar or pie chart. Each Power
View report can contain multiple views, added by simply clicking the New View
button. These views are similar to slides in a PowerPoint presentation, merging
several dashboards into a single presentation.

Saving to a PowerPivot gallery

After you Fnish designing the dashboard, it can be saved to SharePoint using the
disk icon in the top left corner. If this is saved to a SharePoint PowerPivot Gallery,
it will provide the ability to have an attractive and intuitive page, showcasing all of
your presentation-ready Service Manager dashboards.

PowerPivot Gallery o

Home

Documents Contaso Incident Dashboard ContosoDashboard
— Last Modified By: CONTOSO\administrator, Date:
— Created By:CONTOSO\administrator

PowerPivot Gallery

Site Contents
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Viewing the Power View dashboard

Once saved to the PowerPivot Gallery, a report can be viewed by clicking on
a thumbnail. This will open Power View in reading mode, giving an immersive
full-screen experience.

After the report is open, the refresh button in the top left corner can be clicked to
get the most recent data from the Service Manager data warehouse. The viewer
can easily move between views, alter the presentation size, or change to full-screen
mode.

One of the most powerful features of Power View is fltering. Because Power View
understands the underlying data model and relationships, fltering one part of a
report will automatically update the whole view. For example, clicking on E-Mail
Problems from the Incidents Active bar chart will Flter the Incident Status pie chart,
highlighting only E-Mail incidents.

Contoso Incident Dashboard

Hardware Problems
Enterprise Application Problems
Networking Preblems

Other Problams
Software Froblems

Configuration Data Problems
- W Acive Closed [ Resclved

B Acive M Breached Met [ ] I Configuration Manager (DCM) Conscle MMl Operations Manager
20
15
10
5
2013-07-01 2013-07-02 2013-07-03 2013-07-04 2013-07-16 2013-07-17 2013-07-24

HERE

This ability to Flter and highlight the report in real time allows you to analyze
Service Manager data to understand trends, identify service improvement
opportunities, and extract the highest possible value from the data warehouse.

Rob Davies
Premier Field Engineer in the Datacenter Management team at Microsoft
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How to learn more

The following sections provide links where you can learn more about Virtual Machine
Manager.

Product home page

Your starting point for exploring, trying, buying, deploying, and supporting Service Manager
and other System Center 2012 R2 components is the System Center 2012 R2 home page on
Microsoft’s Server and Cloud Platform site at http://www.microsoft.com/en-us/server-cloud/
products/system-center-2012-r2/.

TechNet Library

If you're already familiar with previous versions of Service Manager, you might want to start
with “What’s New in System Center 2012 R2 Service Manager,” found at http://technet
.microsoft.com/en-us/library/dn299380.aspx. If you're new to Service Manager, you can
browse the full online documentation for Virtual Machine Manager starting from
http://technet.microsoft.com/en-us/library/hh305220.aspx.

TechNet blogs

For the latest information about Service Manager, follow the System Center Service Manager
Engineering Blog at http://blogs.technet.com/b/servicemanager/.

TechNet wiki

The Service Manager wiki articles can be found at http://social.technet.microsoft.com/wiki/
contents/articles/ 703.wiki-management-portal.aspx#System_Center_Service_Manager. See
especially the Service Manager Survival Guide at http://social.technet.microsoft.com/wiki/
contents/articles/822.service-manager-survival-guide.aspx.

TechNet forums

To get answers to your questions about Service Manager, try posting to one of the Service
Manager forums on TechNet at http://social.technet.microsoft.com/Forums/systemcenter/
en-us/home?category=virtualmachinemanager.

TechNet Evaluation Center

You can download evaluation versions of Service Manager and other System Center 2012 R2
components from the TechNet Evaluation Center at http://technet.microsoft.com/en-US/
evalcenter/dn205295.

How to learn more
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TechNet Virtual Labs

You can try out System Center 2012 R2 components online using the TechNet Virtual Labs at
http://technet.microsoft.com/en-us/virtuallabs.

Channel 9

Channel 9 on MSDN has lots of helpful videos on Service Manager. See http://channel9.msdn
.com/search?term=SCSM&type=All.

Microsoft Virtual Academy

The Microsoft Virtual Academy has numerous online courses on Service Manager and
other System Center 2012 R2 components at http://www.microsoftvirtualacademy.com/
product-training/system-center.

Twitter

@SystemCenter is your offcial Twitter source for System Center solutions and news. You can
fnd reviews, discussions, and helpful information at https://twitter.com/system_center.
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Automation with Orchestrator

This chapter provides a brief overview of System Center 2012 R2 Orchestrator. The
topics covered in this chapter include

= [ntroduction to Orchestrator
= Orchestrator in action
= Insights from the experts

= How to learn more

Introduction to Orchestrator

System Center Orchestrator can be used to create and manage workfows for automating
cloud and datacenter management tasks. These tasks might include automating the
creation, confguration, management, and monitoring of IT systems; provisioning

new hardware, software, user accounts, storage, and other kinds of resources; and
automating various IT services or operational processes.

Orchestrator provides end-to-end automation, coordination, and management using
a graphical interface to connect diverse IT systems, software, processes, and practices.
Orchestrator provides tools for building, testing, and managing custom IT solutions
that can streamline cloud and datacenter management. Orchestrator also facilitates
cross-platform integration of disparate hardware and software systems in heterogeneous
environments.

Orchestrator is a key component of System Center for building private clouds because
it allows you to connect complex actions or processes and make them into single tasks
that can then be run automatically through scheduling or in response to service requests
from customers or users. Orchestrator is also a valuable tool for automating complex,
repetitive tasks in traditional datacenter environments and can simplify the management
of a large, heterogeneous datacenter.

How Orchestrator works

Orchestrator automates tasks and processes using runbooks. A runbook is a logical
representation of a sequence of activities that orchestrates a workflow, a series of
actions that take place against targeted systems, networks, and other resources.
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(See Figure 9-2 later in this chapter for an example of a workfow.) Runbooks can be created
using the Runbook Designer, a graphical tool that uses drag-and-drop functionality to quickly
and easily connect different actions, like running a program, sending an email message,
getting the status of a process, monitoring an event log for a specifed event, and so on.

The different actions are known as activities and are organized by the system into what are
known as integration packs, which are collections of custom activities that are specifc to a
product or a technology. Integration packs can be created to connect any system that has a
programmatic interface, including Microsoft Exchange, Microsoft SharePoint, System Center,
Microsoft Windows Azure, VMware, and more.

Once created and tested, runbooks can be checked into the orchestration database,
after which the runbook can be triggered to perform its intended task. Each request to run
arunbook creates a new job in the orchestration database, and a new instance of the job is
created when a runbook server processes the job.

The components of an Orchestrator deployment are as follows:

= Runbook Designer A graphical design tool that lets you create new runbooks,
confgure the activities in a runbook, modify the activities in a runbook, and perform
other runbook management tasks.

= Runbook Tester A tool that lets you validate and test the runbooks you create.

= Runbook Server One or more servers that run the service that manages runbooks
and runs instances of runbooks.

= Deployment Manager A tool used to deploy runbook servers, Runbook Designer
instances, and integration packs.

= Orchestration Database The database that stores Orchestrator confguration
information, logs, runbooks, and jobs. The orchestration database can be deployed on
either Microsoft SQL Server or Oracle.

= Management Server The server that provides communications between the
orchestration database and the Runbook Designer.

= Orchestration Web Service A REST-based web service that lets you use applications
and scripts to start and stop runbooks and retrieve information about their operations.

= Orchestration Console A web-based tool you can use to view a list of runbooks
and runbook servers, view the current status and history of runbooks, start and
stop runbooks, and view events related to runbook servers. The functionality of the
Orchestration console is a subset of those of the Runbook Designer.

Extending Orchestrator using integration packs

Out of the box, Orchestrator includes over 40 built-in standard activities for building
runbooks that automate workfows. A wide range of integration packs are also available
for Orchestrator that can extend its workfow-building capabilities with new management
functions by integrating Orchestrator with other products and platforms.
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Orchestrator integration packs are available for Active Directory, Microsoft Exchange,
Microsoft SharePoint, and Windows Azure to enable automation of IT systems and processes
that use these Microsoft products and platforms. Integration packs are also available for
integrating Orchestrator with other System Center components, including different versions
of System Center Confguration Manager, System Center Operations Manager, System
Center Virtual Machine Manager, System Center Service Manager, and System Center Data
Protection Manager. Integration packs are also available for various third-party platforms
and products, including IBM Tivoli, HP Operations Manager, HP Service Manager, VMware
vSphere, BMC Remedy, CA ServiceDesk, Cisco UCS, Dell AIM, and more.

See the “How to learn more” section at the end of this chapter for information on where
you can fnd out more about the integration packs currently available for Orchestrator.
Developers can also create custom integration packs for in-house applications and systems
using the Orchestrator Integration Toolkit, which can be downloaded using the link found in
the “How to learn more” section at the end of this chapter.

Orchestrator in action

Let’s now look at a few examples of Orchestrator in action. Figure 9-1 shows the Orchestrator
Deployment Manager with the Integration Packs workspace selected. Integration packs
contain a collection of activities (actions or tasks) that enable Orchestrator to provide
integration across diverse systems. This workspace is used to add new integration packs

to the servers that design and execute workfows. In this screen shot, the administrator is
reviewing the details of the VMware vSphere integration pack.
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FIGURE 9-1 Reviewing the version number of an integration pack using Orchestrator Deployment Manager.
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Figure 9-2 shows the Orchestrator Runbook Designer with the Runbooks workspace
selected. This workspace is used to design the actions, parameters, and execution order of
the activities from the integration packs. In this screen shot, the administrator is reviewing a
runbook that inputs data, executes scripts, collects information about different user roles, and
then integrates a VMware vSphere server in the environment.
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FIGURE 9-2 An example of a runbook that automates a process relating to VMware vSphere.
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Figure 9-3 shows the Orchestrator Runbook Designer with the Runbooks workspace
selected. In this screen shot, the administrator is reviewing a workfow that integrates
System Center 2012 R2 Operations Manager (SCOM) with email and platform events. In this
workfow, after several SCOM alerts appear on a server, the server is placed into maintenance
mode. If problems continue, an email alert will be sent to an administrator and information
will be written to the platform event log.
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FIGURE 9-3 Configuring a runbook that initiates maintenance in response to Operations Manager alerts.
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Figure 9-4 shows the Orchestrator Runbook Designer with the Runbook Tester selected.
The Runbook Tester is a utility to verify that the runbook behaves as expected by inputting
test parameters and then individually stepping through the different activities. In this screen
shot, the administrator is testing an automated deployment of a cloud service in Windows
Azure.
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FIGURE 9-4 Testing a runbook before using it in production.
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Figure 9-5 shows the Orchestration console with the Runbooks workspace selected.
The Orchestration console is a web-based interface that is used to view the health of the

Orchestrator tasks across the datacenter. In this screen shot, the administrator is reviewing the

details of an Operations Manager runbook.
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FIGURE 9-5 Reviewing details of an Operations Manager runbook.
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Insights from the experts

We’'ll conclude this chapter by hearing from one of our experts at Microsoft, who shows how
you can use the Windows Azure Integration Pack to connect Orchestrator with Windows
Azure.

Integrating System Center Orchestrator with Windows Azure

I\/I any people are aware that System Center 2012 is Microsoft’s heterogeneous
management solution for the datacenter and the desktop, and with Service
Pack 1 it also brought many management capabilities that utilize Windows Azure.
While System Center consists of a number of components, the major process
automation component is System Center Orchestrator, which can be thought of
as an IT process automation toolbox that can connect to every IT system in an
organization, and then perform activities across those connected systems. This
enables automation of almost any process that has a programmatic interface.

While System Center Orchestrator has a number of built-in activity groups related
to areas such as File Management, Monitoring, Scheduling, and generic types of
communication, it is also possible to download and import integration packs, which
are packaged sets of activities and connection types that relate to a particular type
of action or solution. A new integration pack that was made available in the System
Center 2012 Service Pack 1 timeframe was the Windows Azure Integration Pack.

The Windows Azure Integration Pack not only enables rich interaction with
Windows Azure services but also takes advantage of a new System Center 2012 SP1
Orchestrator feature known as cascading dependencies, which reduces the number
of activities that have to be navigated, while actually making the interaction far
more intuitive and adaptive to the exact task you are doing. For example, if a user
choses his location as “Europe,” a list of Azure datacenters closest to that location
are displayed. Download and install the Windows Azure Integration Pack, which is
available from http://technet.microsoft.com/en-us/library/jj721956.aspx, and deploy
it to your Runbook Servers and Runbook Designers.
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Connecting Orchestrator to Windows Azure

Windows Azure uses management certifcates to allow secure external
communication, and System Center 2012 R2 Orchestrator follows this same
confguration. First you need to create a custom management certifcate and
upload it to Windows Azure:

1. Download the Windows SDK and install it from http://msdn.microsoft.com/

en-us/library/windows/desktop/hh852363.aspx.

Run the makecert.exe utility, which is found in the C:\Program Files (x86)\
Microsoft SDKs\Windows\v7.1A\Bin\x64 folder, for example:

makecert -sk AzureMng -r -n "CN=AzureMng" -pe -a shal -Ten 2048 -ss My
"AzureMng.cer"

Running the preceding command will create a .CER Fle that contains the public
key of the created certifcate. The .CER fle must be imported into Windows
Azure via the Settings - Management Certifcates - Upload option in the
Windows Azure Management Portal.

The private key created by the makecert command was stored in the user’s
personal certifcate store in the Personal - Certifcates location. Use the
Certifcates MMC snap-in to export the created private key to a .PFX fle, and
make note of the password you specify during the export. This is covered in
detail at http://windowsitpro.com/system-center/q-how-do-i-create-certificate-
enable-system-center-app-controller-manage-windows-azure.

Launch the System Center Orchestrator Runbook Designer.

As long as the Windows Azure Integration Pack has been deployed to the
Runbook Designer, a Windows Azure Integration Pack will be available in the
Activities pane. From the Options menu, select Windows Azure and click the
Add button to add a new Windows Azure subscription to manage.

Enter a name for the new confguration, and select a type of Azure
Management Confguration Settings. Enter the password for the PFX Fle,
specify the location of the exported .PFX fle, and enter the Subscription ID of
the Windows Azure subscription (which can be found on the Windows Azure
management portal) as shown next, and then click OK.
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Add Configuration -

Name: | New Windows Azure |

Type: | Azure Management Configuration Settings | |Z|

Properties

PFX File Password
PFX File Path
Subsaription ID

The next step is to actually use the new confguration for Windows Azure to
perform tasks in Windows Azure.

Creating a simple virtual machine in Windows Azure using System
Center Orchestrator

In this section, a new runbook will be created that creates a new cloud service,
storage account, and storage container into which a new virtual machine will be
created. Three of the Windows Azure activities will be used:

= Azure Cloud Services Used to create the new cloud service

=  Azure Storage Used to create the new storage account and the new storage
container

= Azure Virtual Machines Used to create a new virtual machine

Here are the steps in the procedure:

1. Create a new runbook, and then drag the Azure Cloud Services activity onto the
canvas and double click it. The activity looks empty.

2. Click the ellipsis (...) for the Confguration Name, and select the Windows Azure
confguration previously created. This will enable an activity to be selected.

3. Select Create Cloud Service. This will allow you to select the unique DNS for the
service as well as a label, description, and location/affnity group. The following
screen shots show the progression of available options that are dynamically
generated by the cascading dependency feature of Orchestrator:
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Properties
Define the properties used by the activity,

Properties
Define the properties used by the activity.
Name: [Azure | =]
Properties

Properties
Define the properties used by the activity,

tep |

Continue by adding the Azure Storage activity with the activity type confgured
to Create Storage Account, and then specify a name, label, and location. Also
set Wait For Completion to True. Make sure the name is lowercase and numeric
only. As each activity is added, create the link to connect the entire fow.
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5. Add another Azure Storage activity with the activity type confgured to Create
Container. For the Storage Account Name, use the name from the previous
activity (you can even subscribe to the Storage Account Name from the Create
Storage Account activity using the databus to pass variables between the
different activities), and enter a container name.

6. Add the Azure Virtual Machines activity, and set the activity to Create VM
Deployment. There are a lot of options when creating a VM; however, next are
some of the key ones to specify:

® Service Name This is the name created in the frst activity. Use Service DNS
Prefx from the Create Cloud Service activity on the databus for the simplest
option.

® Deployment Name, Label, VM Instance Name, and Computer Name Set
this to a unique name within the service, such as W12R2VM1.

® Deployment Slot Production.

® Use Default Template True (allows built-in standard templates to be used).

® |mage Type Platformimage.

® Container URI Use the Container URL from the Create Storage Container
activity on the databus.

® Blob VHD Name Select a name for the new virtual hard disk (VHD).

® Source Image Name Press the ellipsis (...) to see a list of available images
and select one. Make sure the Operating System Type property matches the
operating system of the image you chose.

Make sure you complete all other felds, such as Admin Password.
That’s everything. You can now run the runbook and create a VM running in your
Windows Azure subscription. Here is what your very basic runbook should look like:

=) = f
SUCCESE = IEEE Success = = SUCCESE —— |
k =
Create Cloud Create Create Create VM
Service Storage Storage
Account Container

In a production runbook, you should have error checking and might divide this up
into multiple runbooks. The activities were renamed to make it clearer what each
activity is doing.

John Savill
Technology Solutions Professional, Microsoft Technology Center (MTC) Dallas
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How to learn more

The following sections provide links where you can learn more about Orchestrator.

Product home page

Your starting point for exploring, trying, buying, deploying, and supporting Orchestrator
and other System Center 2012 R2 components is the System Center 2012 R2 home page on
Microsoft’s Server and Cloud Platform site at http://www.microsoft.com/en-us/server-cloud/
products/system-center-2012-r2/.

TechNet Library

If you're already familiar with previous versions of Orchestrator, you might want to start with
“What's New in System Center 2012 R2 Orchestrator,” found at http://technet.microsoft.com/
en-us/library/dn251064.aspx. If you're new to Orchestrator, you can browse the full online
documentation for Orchestrator starting from http://technet.microsoft.com/en-us/library/
hh237242.aspx. For a list of currently available integration packs for Orchestrator, see
http://technet.microsoft.com/en-us/library/hh295851.aspx.

Microsoft Download Center

You can download the Orchestrator Integration Toolkit and other add-ons and extensions for
System Center 2012 R2 Orchestrator from http://www.microsoft.com/en-us/download/details
.aspx?id=39622.

TechNet blogs

For the latest information about Orchestrator, follow the System Center Orchestrator
Engineering Blog at http://blogs.technet.com/b/orchestrator/.

TechNet wiki

The Orchestrator wiki articles can be found at http://social.technet.microsoft.com/wiki/
contents/articles/703.wiki-management-portal.aspx#System_Center_Opalis_Orchestrator. See
especially the Orchestrator Survival Guide at http://social.technet.microsoft.com/wiki/contents/
articles/11414.system-center-2012-orchestrator-survival-guide.aspx.

TechNet forums

To get answers to your questions about Orchestrator, try posting to one of the Orchestrator
forums on TechNet at http://social.technet.microsoft.com/Forums/en-US/home?category=system
centerorchestrator.
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TechNet Evaluation Center

You can download evaluation versions of Orchestrator and other System Center 2012 R2
components from the TechNet Evaluation Center at http://technet.microsoft.com/en-US/
evalcenter/dn205295.

TechNet Virtual Labs

You can try out System Center 2012 R2 products online using the TechNet Virtual Labs at
http://technet.microsoft.com/en-us/virtuallabs.

Channel 9

Channel 9 on MSDN has lots of helpful videos on Orchestrator. See http://channel9.msdn.com/
search?term=0Orchestrator&type=All.

Microsoft Virtual Academy

The Microsoft Virtual Academy has numerous online courses on Service Manager and other
System Center 2012 R2 products at http://www.microsoftvirtualacademy.com/product-
training/system-center.

Twitter

@SystemCenter is your offcial Twitter source for System Center solutions and news. You can
fnd reviews, discussions, and helpful information at https://twitter.com/system_center.
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Windows Azure Pack

This chapter provides a brief overview of Windows Azure Pack for Windows Server.
The topics covered in this chapter include

Introduction to Windows Azure Pack
Windows Azure Pack in action
Insights from the experts

How to learn more

Introduction to Windows Azure Pack

We've saved the best until last. Windows Azure Pack enables you to implement the
Windows Azure experience right inside your own datacenter. It’s a set of technologies
you install and run on top of Windows Server 2012 R2 and System Center 2012 R2 that
lets you build a multitenant private cloud with self-service capabilities for provisioning
and managing instances of Web Sites, Virtual Machines, Service Bus, SQL and MySQL
databases, and other Windows Azure-like cloud services in your own datacenter. Best of
all, Windows Azure Pack is available to Microsoft customers at no additional cost.

MORE INFO If you're new to Windows Azure concepts and technologies, you should
download and read the free ebook Introducing Windows Azure for IT Professionals
from Microsoft Press at http://blogs.msdn.com/b/microsoft_press/archive/2013/10/01/
free-ebook-introducing-windows-azure-for-it-professionals.aspx.

Windows Azure Pack architecture

Windows Azure Pack provides two types of management portals you can use in your
environment:

Management portal for administrators A web-based portal you can use for
building resource clouds, offering hosting plans to tenants, managing tenant
user accounts, generating usage reports, implementing quotas and billing, and
automating cloud management processes using runbooks. This portal is intended
for those who will be administering Windows Azure Pack in your environment.
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Management portal for tenants A web-based portal similar to the one for
administrators but with functionality that targets those who consume cloud services
such as departments, divisions, and other internal customers. This portal enables users
to provision, confgure, manage, and monitor their web applications, virtual machines,
and other cloud resources running on Windows Azure Pack.

Implementing Windows Azure Pack

Windows Azure Pack can be implemented in various ways depending on the needs and size
of your organization. Deployment options include

Express deployment This approach installs all Windows Azure Pack required
components on a single server. Express deployment should be used only for
proof-of-concept testing purposes because the consolidation of so many components
could cause performance delays in a production environment.

Distributed deployment This approach installs Windows Azure Pack required
components on up to eight servers in your environment. Distributed deployment
can be used in production environments. It provides greater scalability and enables
load-balancing.

In addition to choosing your deployment architecture, you can also choose to deploy any
or all of the following optional resource providers available in Windows Azure Pack:

Web Sites This service allows you to offer tenants the ability to request their own
high-density, scalable shared Platform as a Service (PaaS) capabilities for running
their ASP.NET, PHP, and Node.js web applications. Web Sites includes a customizable
web application gallery that includes open source web applications and allows for
integration with source control systems for building custom-developed web sites and
applications.

Virtual Machines This service allows you to offer tenants Infrastructure-as-a-Service
(laaS) capabilities for running their Windows and Linux virtual machines. Virtual Machines
includes a virtual machine template gallery (with a selection of Windows Server and Linux
distributions), various scaling options, and virtual networking capabilities.

Networks This service allows you to offer tenants their own private virtual networks,
which can be fully isolated or connected to other logical networks. This enables users
to connect their virtual machines (VMs) together, create guest clusters, or test new
applications that could cause conficts with infrastructure servers on the production
networks.

Service Bus This service allows you to offer tenants reliable messaging services

to connect the different components of their distributed applications. Service Bus
includes queued and topic-based publish/subscribe capabilities and supports a variety
of standard messaging protocols.
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= SQL and MySQL This service allows you to offer tenants dedicated database
instances for their web applications hosted on the Web Sites service.

= Automation and extensibility These capabilities allow administrators to implement
automation by integrating additional custom services, such as a runbook editor and
execution environment, into the Windows Azure Pack services framework, known as
Service Manager Automation (SMA). A Windows Azure Pack runbook is designed to
automate Windows PowerShell workfows. A comparison between SMA and System
Center Orchestrator can be found in the “Insights from the experts” section later in this
chapter.

Windows Azure Pack in action

Let’s now look at a few examples of Windows Azure Pack in action. Figure 10-1 shows
Windows Azure Pack with the My Account workspace selected. This workspace allows

the user to subscribe to different service plans. In this screen shot, the self-service user is
reviewing all the different service offerings, including Web Sites, Virtual Machines, Networks,
Service Bus, SQL Server Databases, and MySQL Databases.

L ()] 25 httpsircontoso:30081 /#Works paces/all/dsshboard £~ & || 55 My Account - Service Mana... .

Service Management Portal | Subscriptions

@ Administraf

my account
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3

@ VIRTUAL MACHINES
s

Gy Mo

Manage Your Account

. | Here are a few options to manage your account

By e

a SQL SERVER DATABASES

i) oscoarazases + Management Certificate
1
Upload management certificate
@  MYACCOUNT
Q Add Plan
¥ Signup for an additional plan
W Delete Account

Click here to delete your account

FIGURE 10-1 Reviewing your service offerings in the Windows Azure Pack self-service portal
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Figure 10-2 shows Windows Azure Pack with the Web Sites workspace selected. This
workspace is used confgure websites from a gallery of images. In this screen shot, the end
user is preconfguring the .NET and PHP versions, architecture, websockets, certifcates, and
more so that these services are already working as soon as the website is provisioned.
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I SSL certificates can be uploaded only when your plan allows it. Scale your site now.

FIGURE 10-2 Configuring services for a website
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Figure 10-3 shows Windows Azure Pack with the Virtual Machines workspace selected.
This workspace is used to confgure Hyper-V Virtual Machines from a gallery of images. In
this screen shot, the end user is confguring the VM to use a SQL Server 2012 VHDX fle and
providing different hardware and software settings.
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FIGURE 10-3 Configuring the settings for a virtual machine
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Figure 10-4 shows Windows Azure Pack with the Virtual Machines workspace selected. In
this screen shot, the end user is viewing the resources his VM is consuming.
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FIGURE 10-4 Viewing resources consumed by a virtual machine
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Figure 10-5 shows Windows Azure Pack with the Virtual Machines workspace selected. In
this screen shot, the end user is browsing from a gallery of preconfgured Web App images.
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FIGURE 10-5 Choosing a preconfigured image for a web application
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Insights from the experts

We’'ll conclude this chapter by hearing from one of our experts at Microsoft, who provides
us with an in-depth look at Service Management Automation (SMA), a new workfow
management solution for Windows Azure Pack.

Working with Service Management Automation

S MA is a set of tools for Windows Azure Pack that enables you to automate the
creation, monitoring, and deployment of resources in your environment. SMA
can be installed from the System Center 2012 R2 Orchestrator installation software
and allows you to run Windows PowerShell, workfow-based runbooks that support
parallel execution, sequential execution, interruptible jobs, and state tracking.
That’s a lot of powerful features to introduce into a product, and it brings us to the
next levels of automation in cloud environments.

SMA is made of several components, including a web service endpoint, a runbook
worker server, a Windows PowerShell module, and a database. You can install the
SMA web service and up to three runbook workers from the Orchestrator 2012
R2 Setup program, and an Orchestrator installation is not required in order to
have SMA in your environment. Remember, however, that SMA does not replace
Orchestrator either. You need to carefully consider the elements you want to
automate before choosing your automation tools.

SMA is mainly intended to be accessed via the Windows Azure Pack portal. Within
the Windows Azure Pack interface is a GUI representation of the SMA service where
you can build, import, and run runbooks. For now, however, don’t worry too much
about the similarity of the terminology between SMA and Orchestrator, as it might
just get a little confusing!

SMA is a web-based service that connects to a SQL database and stores its
confguration details and runbooks in an SQL database. It also stores information
on which runbooks to execute using what parameters. When you ask a runbook to
execute or when you schedule a runbook, SMA becomes a job and is entered into
a job table in the SQL database that the runbook worker servers poll and execute
whenever a job is present.

Although it is much easier to work with SMA via the Windows Azure Pack, you can
also utilize the Windows PowerShell module to perform the same functions. And in
some cases you can do this only via the Windows PowerShell module—for example,
if you want to deploy more than one runbook worker server.
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Let’s clarify one bit of terminology before moving forward. | mentioned SMA uses
runbooks for automating tasks, but these runbooks are different than Orchestrator
runbooks. For example, Orchestrator runbooks are visual, as shown here:

. 5 L.
= » o0 »

Initialize Data Create VM Start UM
From Te...

Each item in an Orchestrator runbook is an activity and generally has some small
felds you need to confgure with input parameters and output data. However, you
don’t really have to understand the logic behind these activities because they are
precompiled pieces of code.

The runbooks in SMA, on the other hand, are Windows PowerShell workfows,
which are a collection of cmdlets. Here is a sample runbook you can use with SMA:

1 Workflow HelloWorld
2 B
3
5

"Hello World"

PS C:'windows\system32> Workflow HelloWorld
5
i

“"Hello World”

1
I

P5 C:\windows\system32> Helloworld
Hello World

P5 C:\windows\system32>

A brief introduction to Windows PowerShell workflows

As you can see in the preceding screen shot, the workfow we have created is fairly
basic. A key thing you might have noticed is that it looks like a Windows PowerShell
function, but it is not! Workfows include several features that require you to author
the script a little differently, and the main reason for these differences is that they
actually don’t execute under Windows PowerShell—they execute instead under
Windows Workfow. This means that the code you write for your workfow gets
translated to XAML and then runs under Windows Workfow.

Let’s introduce a couple of simple concepts that are directly related to SMA to help
you move forward.

Insights from the experts
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First let’s lay down some simple rules concerning workfows:

= You can’t use aliases, which are references to other cmdlets, fles, scripts, and so on.

= You need to use the full argument name—that is, you cannot use short
argument names.

Let’s look at an example of creating a workfow in order to better understand how
they work.

Problem: We need to gather information about the BIOS versions deployed on
our servers. The information we need includes Manufacturer, Release Date, and
SMBiosVersion. Once we gather this information, we can use it to determine if we
need to perform a BIOS update on any of our servers.

Solution: To begin, we frst need to create our workfow by using the keyword
“workfow” followed by a functional name and the curly brackets that will
encapsulate our code:

Workflow DetectBios { }

Next, we need an input parameter that will ask for the name of the server we want
to gather BIOS information from. We need to use the param keyword to gather
such input. Our workfow now becomes the following:

Workflow DetectBios{
Param([string]$srvname) }

You can see that we have defned the input variable $srvname and typecast it as a
string.

The next thing we need to do is introduce some logic to gather the BIOS
information from the server. Traditionally, we would have used the following code
to do this:

Gwmi Win32_Bios
or more specifcally:
gwmi -computername Server0Ol -class Win32_Bios

Remember, however, that you cannot use aliases in workfows. So instead of using
the alias gwmi for this purpose, we have to use the full version of the cmdlet—
namely, get-wmiobject. Also, in workfows you cannot specify the —computername
argument. Finally, we need to run get-wmiobject in a special way. Specifcally, to
execute the command correctly within a workfow, we have to use something called
InlineScript, which allows standard Windows PowerShell commands to execute in a
normal way and then return the data to the workfow.
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In our sample workfow, our code now becomes the following:

Workflow DetectBios{

Param([string]$srvname)

$biosinfo=InLineScript{ Get-Wmiobject -Class Win32_Bios | Select
Manufacturer,SerialNumber,releaseDate,SMBIOSBIOSVersion }
-pscomputername $server

$biosinfo

}

We included the $biosinfo variable on the second last line to provide output for
the command so that when you run the workfow it will output something into the
console. We also used the —pscomputername argument. This is similar to using the
—computername argument if you run get-wmiobject normally, and it simply means
that the cmdlet specifed in the InlineScript section of the code will get executed
directly on the target server.

If you run this workfow directly from Windows PowerShell using an account that
has permissions to query BIOS information on the remote server, some information

will be returned. It is important to ensure that the service accounts for the runbook

server have the necessary privileges on remote servers to query such information.

A powerful feature of SMA is the ability to create resources for later use by other
SMA runbooks. These resources can include Windows PowerShell modules,
variables, schedules, credentials, and connections. Here, we're going to call the
stored credentials and use them in the workfow. Later in this section, we’ll show
you how to create resources when you are in the Windows Azure Pack portal.

You can call resources in a workfow by using one of several Get-Automation*
cmdlets. In this case, we’ll use the Get-AutomationPSCredential cmdlet, which
requires that you know the name of the resource you are calling. Our sample
workfow now becomes this:

Workflow DetectBios{

Param([string]$srvname)

$Credentials = Get-AutomationPSCredential -Name "Admin"

$biosinfo=InLineScript{ Get-Wmiobject -Class Win32_Bios | Select
Manufacturer,SerialNumber,releaseDate,SMBIOSBIOSVersion }
-psComputerName $server -psCredential $Credentials

$biosinfo

}

Our workfow will now execute under the specifed Admin account so that it can
retrieve the BIOS information we requested.

But let’s say we wanted to change the Windows Management Instrumentation
(WMI) class we wanted to query for. Now our workfow really becomes a tool for

Insights from the experts

137



138 CHAPTER 10

IT administrators because it makes it really easy to query lots of WMI information.
Here, we changed the workfow name and the variables used. The main thing

to realize from this script is the use of the variable $using:wmiclass inside the
InlineScript. Because the InlineScript activity runs Windows PowerShell commands in
a workfow, we need to tell it to use our variable wmiclass by using the $using variable.

Our script now looks like this:

Workflow WMIClassQuery{

Param([string]$srvname, [string]$wmiclass)

$Credentials = Get-AutomationPSCredential -Name "Admin"

$wmiinfo=InLineScript{ Get-Wmiobject -Class $Using:wmiclass }
-psComputerName $server -psCredential $Credentials

$wmiinfo

3

Let’s save the code for the DetectBios workfow as DetectBios.ps1 because we’ll be
using it later on.

SMA with Windows Azure Pack

The Windows Azure Pack (WAP) is a front-end web portal that provides access in
order to request services (such as virtual machines, web sites, SQL servers, and so on).
If you have used Windows Azure services before (http://www.windowsazure.com), you
will notice that the Windows Azure Pack portal looks almost exactly the same, except
it is missing several services that are only offered in Azure. Here is what the Windows
Azure Pack portal looks like:

52 Service Management Admin % .

| v PREMIER\msadmin

all items

NAME TYPE STATUS o
VMHostingPlan = | Pan & Private
createvmfromtemplate Runbook +/ Puplished
DiscoverAllLocalModules Runbook /' Bublished
PurgeAutomatianStoreRunbook Runbook /' Bublished
SetAutomationModuleActivityMetadata Runbook &/ Published

Training Cloud 2 Virtual Machine Cloud %/ Ready

Training Cloud 1 Virtual Machine Cloud %/ Ready
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You can see on the left side that there are many options you can confgure and

provision for tenants to request services for. This is good, but here we will be
focusing on automation. Automation in this case is the web GUI for SMA. The frst
thing you need to do is register your SMA endpoint. Here is what the Automation
section of the Windows Azure Pack portal looks like with the SMA endpoint
registered:

8 Automation - Service Mana... %

Service Management Portal PREMIER\msadmin

automation

&3 DASHBOARD RUNBOOKS RESOURCES

Automation Quick Start

Here are some options to help you get
started

. [ skip Quick Start the next time | visit

el Register Service Management Automation
Current Service A psi//p h01:9090/

In the preceding screen shot, you can see three pages you can select from:
Dashboard, Runbooks, and Resources. Dashboard will give you a summary of what
has happened in relation to automation. This is useful for a quick look to see if you
have lots of jobs failing or a large number of runbooks executing that you were

not expecting. But the two views we are most interested in here are Runbooks and
Resources.
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The next screen shot shows an example of the Runbooks page. The frst thing to
notice here is that you can flter by Job Status, allowing you to get a clear picture

of what works and what doesn’t. In the lower half of the page, you can see four
runbooks that are already in place, together with information about their status:

Service Management Portal PREMIER\msadmin

automation

&3 DASHBOARD  RUNBOOKS ~ RESOURCES

JoBsTATUS | All v
[;L FROM ‘2013—09—05 EI‘ ‘ 05:30 - | ™ ‘2013—09—13 E|| |05:30 v
a <
My
ﬁ NAME LASTJOB... 4 LASTJOBST.. JOBS AUTHORL.. TAGS £
SetAutomationModuleAct... = | None [l Published
1 —
H— DiscoverAllLocalModules None 0 Published
[ ) PurgeAutomationStoreRunbook  12/09/2013 2., %/ Complet.. 7 Published
[~
createvmfromtemplate 11/09/20132.. &/ Complet.. 1 Published

The bottom bar shows the options that are available for the runbooks. By using the
New button, you can create a new runbook in the portal:

Service Management Portal | v PREMIER\msadmin

automation

&3 DASHBOARD  RUNBOOKS — RESOURCES

RUNBOOK NAME

WEB SITE CLOUDS ; QUICK CREATE

VM CLOUDS

DESCRIPTION

SERVICE BUS CLOUDS

SQL SERVERS

MYSQL SERVERS

RUNBOOK

PLANS

USER ACCOUNT

CREATE
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You can simply enter the information necessary and click Create to generate a basic
runbook that has the initial Workfow name {} element you desire.

Because we already created a runbook earlier and saved it as the DetectBios.ps1 fle,
let’s now import it into SMA via WAP. Windows Azure Pack does some basic error
checking to ensure the workfow is in the right format for a runbook, and then a
new runbook called detectbios is created.

All runbooks are assigned the Draft status when they are frst imported. This allows
you to test the runbook; then, once you are satisfed, you can publish the runbook
for wider use by other tenants. To view the properties of the runbook, you just click
on the runbook name or click the arrow that appears when you hover the cursor
over the name of the runbook.

53 Automation - Service Mana... % .

Service Management Portal | v PREMIER\msadmin

detectbios

&3 DASHBOARD JOBS AUTHOR SCHEDULE CONFIGURE

createvmfromtemp.

DiscoverAllLocalM...

i i Learn about this runbook

S Here are some options to help you get
TestRB
started

l [ skip Quick Start the next time | visit

Get Started

Learn how to author, configure, and use runbooks

Because we have not yet run this runbook, there will be nothing in the Dashboard
or Jobs page worth noting. With this in mind, the frst page worth examining is
Author, as shown in the screen shot on the following page. As you can see, there are
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two possible states that a runbook can be in: Draft and Published. These are similar
to the Checked In/Checked Out states in Orchestrator:

Service Management Partal | v PREMIER\msadmin

detectbios

&3 DASHBOARD  JOBS  AUTHOR  SCHEDULE  CONFIGURE

createvmfromtemp.. PUBLISHED ~ DRAFT

— There is no published version of this runbook. To publish
T::;"““ the runbook, click DRAFT to edit the runbook, and then
click PUBLISH to publish it.

As mentioned previously, when you import a runbook, the default state it will be in
is Draft. In the next screen shot, you can see our runbook in the Draft state together
with the code associated with it. On this page, you can edit your workfow if you
need to make changes during your testing:

Service Management Portal (% PREMIER\msadmin

detectbios

&3 DASHBOARD JOBS  AUTHOR SCHEDULE  CONFIGURE

createvmfromtemp... PUBLISHED  DRAFT
1 Workflow DetectBios{
DiscaverAllLocalM... 2 Param([string]$srvname)
3 $Credentials = Get-AutomationPSCredential -Name “Admin™
$biosinfo=InLineScript{Get-Wmiobject -Class Win32_Bios |Select Manufacturer,Serialht
$biosinfo

PurgeAUtomations...

SetAutomationMo..

TestRB

iy for edit. Runbook: ‘DetectBios"

O @

MANAGE DISCARD DRAFT PUBLISH
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At the bottom of the screen, there are some new options to examine. The Manage
button allows you to either import a custom Windows PowerShell module you are
dependent on or create a setting (which are stored under Resources), such as a
new set of credentials or a new connection. Insert allows you to select settings you
already confgured and inject them into the workfow code.

In our case, we already created the workfow and referenced Admin credentials in it,
but because we have not yet created our Admin credentials, if we test our runbook
now it will fail. We can do this by using the Manage button and then selecting Add
Setting.

Add Setting

(3) ADD SCHEDULE

We will choose the Add Credential option. This brings us to the Defne Credential
dialog box shown on the following page, where we choose which type of
credentials we want to store. We have the choices here of selecting either
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PowerShell Credential or Certifcates. In our case, we need to choose PowerShell
Credential. The Name feld should show the name we already referenced in our
runbook—namely, Administrator:

ADD CREDENTIAL

Define Credential

CREDENTIAL TYPE

| PowerShell Credential ‘

NAME

| Administrator ‘

DESCRIPTION

Next we need to specify the username and password for the credentials. Because
there is no feld for specifying the domain, you have to ensure the username is in
the format domain\username:

ADD CREDENTIAL

Define Credential

USER NAME

‘ premierymsadmin |

PASSWORD

CONFIRM PASSWORD

[ITTTTYTTIN Y - |
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Now let’s perform a test of our runbook. We can do this by pressing Test on the
bottom menu. Attempting to start the runbook causes it to notice the param line,
which is asking for input. This displays a screen asking for the input variable—in
this case, SRVNAME. When the runbook has completed its run, it will display in the
output pane on the same screen, as shown here:

Service Management Portal ‘ V) PREMIER\msadmin

3 $Credentials = Get-AutomationPSCredential -Name “Admin™
4 $biosinfo=InLineScript{Get-Wmiobject -Class Win32_Bios |Select Manufacturer,SerialNc
5 3$biosinfo

6

7

createvmiromtenp...

DiscoverAllLocalM...
PurgeAutomatior
SetAutomationMo...

TestRB

~ OUTPUT PANE

TYPE CREATED DESCRIPTION

Progress 13/09/2013 08:26:39 Activityld : O ParentActivityld : -1 Activity :1...
Progress 13/09/2013 08:26:39 Activityld : 0 ParentActivityld : -1 Activity : ...
Progress 13/09/2013 0&:26:40 Activityld : 0 ParentActivityld : -1 Activity :..

13/09/2013 05:26:40 Manufacturer : Dell Inc. SerialNumber : 25X...

13/09/2013 08:26:40

Activityld : 0 ParentActivityld : -1 Activity i

+ = 5] O

MANAGE INSERT DISCARD DRAFT

o i 2

PUBLISH VIEW DETAILS
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You can click View Details on the bottom menu to view the output of the runbook
you just tested:

x
Job Details
TYPE Output
CREATED 13/08/2013 08:26:40
Manufacturer : Dell Inc.
Serialfumber : Z5EWI5J
ReleaseDate : 20111018000000.000000+000
SMBIOSBIOSVersion : 6.1.0
P3Computeriame : localhost
PSScurcedoblnatanceld : 20c3328c-05ce-46ff-8efe-e0dB391£20d42a
v

The fnal step is to publish our runbook now that we have verifed its operation. To
do this, click the Publish button on the bottom menu. You will be asked if you are
sure whether you want to save and publish your runbook. The runbook will now
switch from Draft and Published, and you will no longer be able to edit its code. If
you click back on the Draft page, however, you will get an option to edit the code
and it will unpublish your runbook and return it to its Draft state.
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If you now click on Dashboard, you will see a Start button on the bottom menu:

Service Management Portal

reatevmfromtemp..

DiscoverAllLocall...

PurgeAutomation

Pitkaear@®@e

PREMIER\msadmin

&3 DASHBOARD JOBS  AUTHOR  SCHEDULE  CONFIGURE
@ raiep @ storrep @ suspenDED @ cOMPLETED @) RUNNING RELATIVE  + 1HOUR «0
o735 o740 o075 orso orss 000 0805 oa:10 0a:15 oa:20 o825 0830 0835
failed jobs in last 7 days and currently suspended quick glance
_jObS LAST UPDATE
13/09/2013 08:35:01
o & JOBSTATUS
AUTHORING STATUS
13/09/2013 08:14:49 Il Suspended Published

Click the Start button. As in the test run, the runbook will prompt you for
SRVNAME. Once you have supplied this information, the runbook will execute and
you will be able to view the results on the Jobs page:

Service Management Portal

createvmfromtemp...

DiscoverAllLoc

PurgeAutomation
witomatienMo...

RE

rixaavF@e

(3

detectbios

&3 DASHBOARD Joss AUTHOR

SCHEDULE

JoBsTATUS | All v

CONFIGURE

PREMIER\msadmin

FROM ‘ 2013-09-06 D| ‘ 09:00 v ‘ 10 ‘ 2013-09-13 D| | 09:00 v
v
JOB START b LAST UPDATE STATUS
13/09/2013 25 = 13/09/2013 08:38:31 ' Completed
13/09/2013 08:18:21 13/09/2013 08:18:29 ' Completed
13/09/2013 08:17:01 13/09/2013 08:17:07 +/ Completed
13/09/2013 0B:14:49 13/09/2013 08:14:55 11 Suspended
13/09/2013 0B:12:14 13/09/2013 08:14:08 M stopped
13/09/2013 0B:10:45 13/09/2013 08:11:01 ' Completed
13/09/2013 0B:10:06 13/09/2013 08:10:12 +/ Completed
13/09/2013 08:04:29 13/09/2013 06:04:38 +/ Completed
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If you double-click on the last job run (which in this walkthrough is the DetectBios
job), you will get a dashboard summary of its input and output as shown here:

Service Management Portal ™ PREMIER\msadmin

13/09/2013 08:38:25

DASHBOARD OuUTPUT

job summary
13/09/201:

RUNBOOK DetectBios
[t STATUS Completed
STARTED BY PREMIER\msadmin
START 13/09/2013 08:38:25
LAST UPDATE 13/09/2013 08:3831

13/09/2013 08:04:29 input parameters

13/09/2013 08:02:42 srname “prem-tro4"

13/09/201

return parameters

Manufacturer : Dell Inc.

Serialllumber : 25XW95J

ReleaseDate : 20111018000000.000000+000
SMBIOSBIOSVeraion 6.1.0

PSComputeriame : localhost

PSSourcelobInstanceld : dadb83Dl-6769-4céf-913d-£996EbTdETEd

Finally, let’s also take a look at the Resources page of the Automation section of
WAP. The resources on this page can include modules, connections, credentials,
and so on. The procedure for creating any of these resources is exactly as described
earlier: just use the Add Setting button and choose the appropriate resource you
wish to add. In the following screen shot, you can see all the resources that are
stored and ready for calling within our runbooks:

Service Management Portal | ~ PREMIER\msadmin

b automation
@ &3 DASHBOARD  RUNBOOKS — RESOURCES
@ NAME TYPE M | LAST UPDATE P
Administrator = Credential 13/09/2013 06:53:25
[%L Admin Credential 13/00/2013 06:54:49
a NetConnection Module 06/09/2013 14:17:38
Wdac Module 06/09/2013 14:11:34
—
MY Dism Module 06/03/2013 14:10:44
ScheduledTasks Mocule 06/09/2013 14:16:37
ﬁ StartScreen Module 06/09/2013 14:17:45
; = PSDesiredStateCanfiguration Module 06/09/2013 14:15:55
o Microsoft.WSMan.Management Mocule 06/09/2013 14:18:21
A SmbShare Module 06/09/2013 14:15:52
iscsi Module 06/09/2013 14:15:57
RemoteDesktop Mocule 06/09/2013 14:15:48
netsecurity Module 06/09/2013 14:16:02
WindowsDeveloperLicense 06/09/2013 14:18:40

ERE =
’

IMPORTMODULE  ADD SETTING o
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SMA with Windows PowerShell

Now that we understand how the Windows Azure Pack portal works with SMA, let’s
see how to work with SMA without using the Windows Azure Pack portal. SMA can
be managed in this way entirely using Windows PowerShell.

First let’s see what commands are available for doing this via Windows PowerShell.
The name of the Windows PowerShell module for SMA is Microsoft.SystemCenter.
ServiceManagementAutomation. If we want to see all the cndlets available to use in
this module, we can do this using the following syntax:

get-command -module Microsoft.SystemCenter.ServiceManagementAutomation

Here is the output from this command, which lists all available cmdlets for SMA:

P8 C:\Use msadnin? get—command —module Microsoft.SystemCenter.ServiceManagementAutomation

ComnandType

—SmaRunbook
Get-SmafdninConf igurat ion
Get—EmaCertificate
Get—EmaConnection
Get—SmaConnectionField
Get—SmaConnectionType
Get-EnaCredential
Get—§m
Gat-SmaJabOutput
Get—SmaMadule
Get—EmaRunbook
Get—EmaRunbookWorkerDeployment
Get—EmaSchedule
Get—Smalariable
Import—SmaModule
Import-Snafunbook
New—8maConnectio
aRunhookllorkerDeploynent
sh-SmaRunboa
Remove-SmaCertificate
Remove-§maConnect ion
Remove-§maCredent ial
Remove-SmaHodule
Remove-§maRunbook
Renove—SnaSchedule
Remove-§mallariable
Resume-§maJobh
Set—8maAdminConf iguration
Set-SmaCertificate
Set—8maConnectionFicldUalue
Set—EmaCredentia
Set—EmaSchedule
Set—Smalariable
Start—SnaRunhook
Stop-SmaJoh
Suspend—Smadoh

HoduleNane

Let’s now take a closer look at some of these cmdlets:

erviceManagementAutonation
erviceManagementAutomat ion
erviceManagementAutomation

erviceManagementfutonat ion
erviceManagementfutonat ion
erviceManagementAutomation
erviceManagementAutomation
erviceManagementAutomation
erviceManagementfutonat ion
erviceManagementfutonat ion
erviceManagementAutomation
erviceManagementAutomation
erviceManagementAutonat ion
erviceManagementfutonat ion
erviceManagementAutomat ion
erviceManagementAutomation
erviceManagementAutomat ion

eruiceManagementAutomnat ion
erviceManagementAutomation
erviceManagementAutonation
erviceManagementiutonas

erviceManagementAutonation
erviceManagementAutonation
erviceManagementAutomat ion
erviceManagementAutoma

erviceManagementAutonal

erviceManagementAutonation
erviceManagementAutonation
erviceManagementAutomat ion
erviceManagementAutomat ion

= Get-SmaCredential

= Set-SmaCredential

= Get-SmaRunbook

= Start-SmaRunbook

= Get-Smalob

= Get-SmalobOutput
= |mport-SmaRunbook
= Edit-SmaRunbook

= Publish-SmaRunbook

Each of these cmdlets when executed will want to know the WebServiceEndpoint,
which is the SMA web service that has been previously deployed. The SMA web
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service installs by default to port 9090. The cmdlet automatically assumes this port,
so you can just specify the basic URL like https://server01 and it will automatically
connect to port 9090.

The frst cmdlet we will look at is Get-SmaCredential. The syntax to run it is as
follows:

Get-SmaCredential -WebServiceEndpoint https://server0l

Some output from running this command is shown here:

“msadmin> Get-SmaCredential —HebServiceEndpoint https://prem—orchBl

: h?ed5886-7276—-4Bf a—a?df -2ch3h64380he
: BOPEOBNP-0BA0-HPA0-A0E0-A0PANEDRO0RA
H ini prato

: 13,89/2613 @5:53:25

: premier\msadnin

: B586a7@2-f584-4975-af B1-d3f28e3ded62a
: BIOPBPPEP-DRAN-NAEA-BPBP-ANPONANBEAARA

: Admin
reationTime i 11,09-2013 28 24
ModifiedTime : 13892013 B5:54:49

: premier\msadnin

You can see some credential information for the Administrator and Admin accounts
we previously set up in WAP.

If you want to create a new set of credentials, you can use Set-SmaCredential. The
following syntax can be used:

Set-SmaCredential -WebServiceEndpoint https://serverQl
-name "MyAdminCreds" -value (get-credential)

Using this command will create a new set of credentials that you can then call by
using MyAdminCreds. Here is some output for this command:

?)C:\Usex‘s\msadnin) Set—SmaCredential —HebServiceEndpoint https: /prem—orchBl —name "MyAdminCreds" —value (get—credentil

mdlet Get—Credential at command pipeline
Gupply values for the following parancters:

pedentia

: dBall7ab-Bad7-434a—9673-c6dBahb471ch
: BOPAARAA-OPAR-ARAC-APPA-ANPAPEARANAA

: MyAdminCreds
: 13/89,2013 B8:33:16
: 13/89-20913 83:33:16

: premiermsadmin

Next, let’s see which runbooks are available on our SMA installation. Because we
already created a few runbooks from our Windows Azure Pack portal, we should be
able to detect our DetectBios runbook. The syntax is as follows:

Get-SmaRunbook -WebServiceEndpoint https://server0l
-Runbookname DetectBios
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Some things to notice in the output shown next are PublishedRunBookVersionID
and DraftRunbookVersionID, which you can use to determine whether the runbook
is draft or published:

IPS C:xlUsersimsadnin?> Get—SmaRunbook -WehServiceEndpoint http prem—orchB@1l —RunbookName DetectBios

g BBB?IBBB 9090 -08A0-BEAR-EEERGEI

1d54d2c—3bB2-4638-achc—2£5f16

ctBios
3/B9 2013 E
3,89/2013 B? 35: El

alse
'alse
£1831a4-dbae—4e49-9d3b—Faec5B8d445
alse

alse
'alse

[PublishedRunhookUersion
[Echedules

Let’s now invoke this particular runbook by using the Start-SmaRunbook cmdlet.
First, we need to capture the RunbookID using the following syntax:

$runbookid = (Get-SmaRunbook -WebServiceEndpoint https://server0l
-Runbookname DetectBios) .Runbookid

Now we can use the captured RunbooklD in the following syntax:

$jobid = Start-SmaRunbook -WebServiceEndpoint https://server0l
-Runbookid $runbookid -parameters @{"SRVNAME="SERVER02"}

Here, we stored the job in a variable named $jobid, so we can query the job later
and use this information. We also used a hash table to specify the input parameters
for our runbook. Because we have a single input parameter named $srvname, in the
hash table we do not specify the $.

Next we will query the job using the Get-SmaJob cmdlet, which has the following
syntax:

Get-SmaJob -WebServiceEndpoint https://server0l -jobid $jobid

The output is shown here:

IPS G:\Userssmsadnin)} get—smajob -webhserviceendpoint https://prem—orchBl —Jobld $jobid

g aﬂds‘lal: 4hc2— 431)9 a202-6a4e98371%cd

— B*??az ch2982665a30
g achc—2F5f16h7514a
BBBBBBBB A0600 - BBBB Galslelsgla o lslclalals s lalo)
m

DbEXEEPtlD“
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Because the job has completed, we will review its output to ensure it’s the same
as what we got in the Windows Azure Pack portal. To do this, we can use the
Get-SmalJobOutput cmdlet with the following syntax:

Get-SmaJobOutput -webserviceendpoint https://server0l -jobid $jobid
—outputtype Output

There are many options you can choose from for OutputType, such as the following:
= Any

= Error

= Output

= Progress

= \Warning

In the next screen shot, we show that the output of the job is very similar in Windows
PowerShell to what we observed previously in the Windows Azure Pack portal:

PS C:\Userssnsadmin> Get-SnalohOutput —jobid Sjobid —WebServiceEndpoint https://prem—orchBl —Outputlype Output

: 8051@371-19h3—4ff2-9015-h24e3e?4h6df

: {Manufacturer. SerialNumber, ReleaseDate. SMBIOSBIOSUersion...>
: @F1831ad-dhae—2e49-9d3h—FacsBdd5ehi2

: OQutput
: PBPPAAOA-DABA— A900—APARADABAGEE
: 13,09/2013 B9

[StreanText
Manuf acturer : Dell Inc. [}
SerialNumber = 25%i95J
ReleaseDate : 20111018666060 . APAORE +0PA
SMBIOSBIO0SUersion :6.1.8
PSConmputerName : localhost
PSSourceJohInstanceld : 8e518371—19h3—4f£2-9015-h24eIe74bbdf

The last set of cmdlets we want to examine are those for importing a runbook,
publishing it, and turning it back to draft for further editing. We will use this example
again:

Workflow WMICTassQuery{

Param([string]$srvname, [string]$wmiclass)

$Credentials = Get-AutomationPSCredential -Name "Admin"

$wmiinfo=InLineScript{ Get-Wmiobject -Class $Using:wmiclass }
-psComputerName $server -psCredential $Credentials

$wmiinfo

3

Let’s now save this as a .psl fle named WMIClassQuery.ps1 in a folder named
c:\scripts. Now let’s import the workfow we just saved as a runbook by using the
following syntax:

$runbook = Import-SmaRunbook -Runbookpath c:\scripts\WmiClassQuery.psl
-WebServiceEndpoint https://server0l
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Here is some output from running Import-SmaRunbook:

P§ C:scripts> Import—SmaRunbook —RunbookPath “ciiscripts“WHIClassQuery.psi” —WebServiceEndpoint https://prem—orchil

TenantID : DPARPADA-ANAR-BARR-PORA-NARBRBARANAR
RunhookUersionID : dc6Bflbe—cc?6—48f7-96d8—6@5add5alcec
g gc?aQBhE—b?hd—1878—addd—eﬁﬁ?1e79eh82

: True
: 13-89-2013 180 80

: 13,89-2013 18 1808
O

RunhookParameters : {3

P§ C:scripts>

As shown by the previous code sample, we can store the output of the
Import-SmaRunbook command in a variable named $runbook so that we can use
the runbook ID for the next commands.

To publish the runbook so that it can be executed, we use the Publish-SmaRunbook
cmdlet. Here is the syntax:

Pub1ish-SmaRunbook -WebServiceEndpoint https://server0l
—-Runbookid $runbook.runbookid

The preceding command changes the runbook status from Draft to Published.

Now let’s use the Start-SmaRunbook cmdlet and specify the parameters for
SRVNAME and WMICLASS using the following syntax:

$jobid = Start-SmaRunbook -Runbook $runbook.runbookid
-WebServiceEndpoint https://server0l
-parameters @{"SRVNAME"="SERVERO1";
"WMICLASS"="Win32_ComputerSystem"}

We wait a few seconds for the job to invoke and complete. Finally, we use the
Get-SmaJobOutput cmdlet to display the output of the job:

Get-SmaJobOutput —jobid $jobid -WebServiceEndpoint https://server0l
-OutputType Output

The output in this example is from calling the Win32_ComputerSystem class, as
shown here:

PS C:nscripts> Get—SmaJohOutput —JobId $jobid —WebServiceEndpoint https://prem—orch@l —OutputType Output

JohId : 232dea4?-3be3-4bh58-8d97-84d191b5ec3d

NameUalues : {PSComputerName, PSShowComputerMame, PSSourcedobInstanceld, _ GENUS..._%
RunhookUersionld : fobeB22a-436a-4de?-B5c9-a?615543fa3f

Streanl ypeMame : Qutput

TenantId : AHAHARHA-ARAN-ABBP—-BABP—ABPABABREAAE

Streamlime : 13,89,2013 12:57:10

Streamlext

Domain premier.local
Manuf acturer Dell Inc.
Model PowerEdge R618
Hame PREM-TR#4
PrimaryOunerName

TotalPhysicalMenory

PEComputerNamne : localhost
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In conclusion, SMA is a powerful product that has huge potential to enhance
datacenter automation through self-service. For additional information, see the
“Get Started with Service Management Automation: Walkthrough Guide” at
http://technet.microsoft.com/en-us/library/dn296458.aspx.

John McCabe
Sr. Premier Field Engineer at Microsoft

How to learn more

The following sections provide links where you can learn more about Windows Azure Pack.

Product home page

Your starting point for exploring, trying, buying, deploying, and supporting Windows Azure
Pack is this page on Microsoft’s Server and Cloud Platform site: http://www.microsoft.com/
en-us/server-cloud/products/windows-azure-pack/default.aspx.

TechNet Library

Technical information on deploying and administering Windows Azure Pack can be found
at http://technet.microsoft.com/en-us/library/dn296435.aspx. You can also download
technical documentation for Windows Azure Pack from the Microsoft Download Center
at http://www.microsoft.com/en-us/download/details.aspx?id=40792.

TechNet wiki

The Windows Azure Pack wiki can be found at http://social.technet.microsoft.com/wiki/
contents/articles/20689.wap-wiki-a-collection-of-windows-azure-pack-and-related-blogs-
videos-and-technet-articles.aspx.

TechNet forums

To get answers to your questions about Windows Azure Pack, try posting to one of the
Windows Azure Pack forums on TechNet at http://social.msdn.microsoft.com/Forums/
windowsazure/en-US/home?forum=windowsazurepack.
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Channel 9

Channel 9 on MSDN has lots of helpful videos on Windows Azure Pack. See http://channel9
.msdn.com/search?term=azure+pack&type=All.

Twitter

@WindowsAzure is your offcial Twitter source for Windows Azure solutions and news. You
can fnd reviews, discussions, and helpful information at https://twitter.com/windowsazure.
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